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Sanction Clause.,

Sanction Limitation and Exclusion Clause — LMA 3100
(amended)

No (re)insurer shall be deemed to provide cover and no
(re)insurer shall be liable to pay any claim or

provide any benefit hereunder to the extent that the provision of
such cover, payment of such claim or

provision of such benefit would expose that (re)insurer to any
sanction, prohibition or restriction under

United Nations resolutions or the trade or economic sanctions,
laws or regulations of the European

Union, or United States of America (provided that this does not
violate current EU and/or German Law).
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Mippwithstanding any provision to tha contrary within this Palicy or ary endorsement thereto
this Palicy excludes any:

1.1 Cyber Lods, unless subject to the pravisicns of parapraph 2

1.2 ledd, damage, labilivg, clafm, cost, expense of whatsosves nature directly ar ndirectly
cauz=e=d by, contributed to by, resulting from, arising out of or in conrection with anry
Loss of use, reduction in functionality, repadr, replacement, restoration or reproductian
of any Data, ncliding any amount pertaining to the watue of sich Data, uniless subject
to the provisions of paragraph 1;

regardless of any other cause ar event contributirg concurrently oo in amy ather seguence
thereto.

Subject to all the terms, conditions, limitatiors and exclusions of this Palicy ar amy
endorsemnent thereto, this Policy covers physical bass ar physical damage to property irsured
under this Palloy calged By any ensidng Tire or explosion wivich direclly resuits from s Cyber
ncident, unless thal Cyber Incident i caused by, contributed oo By, reulting from, arising
it af G in conpection with 8 Cvber AL including, bl fob lUmited Lo, &y sclion Raken in
corbrallifg, prevanting, suopressing ar remechating any Cybers Act.

Sublect to all the terms, corsditions, limitations and eeclisions of thE Pelicy o any
erdorsermnent thersts, should Data Processing Media owred o operalsd by he msurad sofer
PFrysical lods or pirysical damage ssured by this Policy, then thes Policy will cover the cost to
repair or replace the Data Processing Media itself plus the costs of copying the Data from
back-up o from originals of & previous generation. These costs will not include research and
EMEINEering nar any costs of recreating, gatherng or assembling the Data. If such media is
riot repaired, replaced ar restored the basis of valuatian shall bz the cost of the blark Data
Processing Medla. Howsewer, this Policy axcludes any amount partaining o the value of such
Oata, to the Insisred ar amy ofhess pamty, ewen i aich Data Cannor be recrealed, gatherad ar
assembled.

In the event any portion of this endorsement [x found to be Iwalid or unenforceabie, he
remainder shall ramam in Tull force and effecr,

This endorsement supersedes and, H in canflict with ary otber wording in the Policy ar any
endarsemant thengto havirg & bearing on Cyber Loss, Data or Dala Processing Media, replaces
that wording,

Definitions

Cybrer Loss means any loss, damage, Habdlity, claim, cost or cxpense of whatsoever nasure
directly or indirectly cavsed by, contribeted fo by, resdting from, arising out of ar i
canneckian with amy Cyber Act or Syber Incident incliading, but not Hmited 10, any action
taken in controdling, preventing, Suppressiag or remedialing any Cyber &2t ar Cyaer Incident.

Cylzer &1L mears an unauthorsed . maliciouws or crimiral act or series af related unauthorsed,
malicious or criminal acts, regardless of time and place, of Che threat o haax thessal
invelving acoess 1o, processing of . use of or operation of amy {ompouter System.

LCyber Incidant means:

B.1 &y error or omissdon or series of related ermors or omidsslons invalving access o,
pracessing of, use of or aperation of any Computer System; of

8.4  any partial ar Lotel unavailability o fadure or seres of relsted partial or total
unevailabdity or fattures to acoess, process, use ar operate any Compater System,
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% Compater System maans:

%1  any computer, harcware, software, commonications  system, elaotranic  device
tincluding, but net Limited 1o, smart phane, lagtap, tablet, wearable device), server,
cloud or microcontroller ncluding ary similar system o any conliguratian of the
afpramantioned and including any associated mput, output, dataz storage device,
networking equipment or back up Taciiity,

o] or aperaled by the Insured ar ary ather party,

i Data means information, facts, concepts, code ar any ather information of amy kind that is
recorded ar ramsmitted in & farm to be veed, accedsad, progessed, tramamitbed or stared by
a Computer System.

11 Data Processing Media means any property insured by this Policy an which Data can be stered
bt not the Darta itself.

LAAS400
11 Movembser 201%
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This (re)insurance does not apply to any liability, loss, damage, cost or expense of
whatsoever nature based upon, arising cut of or allegedly arising out of, caused by or
contributed to, by or resulting from, or related to (whether directly or indirectiy):
(i the Ukraine — Russia conflict which commenced on February 24, 2022
and/or

{ii} any operations, risks, activities, events or other matters of any Insured
within the territory of, and/or In relation to (including but not limited to
imports and exports of products or the provision of services}, Ukraine,
Russia or Belarus.

All other terms, definitions, conditions and exclusions of this Policy remain unchanged
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